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Certificate 

 

 

Certificate number: 2023-014 
Certified by EY CertifyPoint since: August 25, 2023 

 

Based on certification examination in conformity with defined requirements in ISO/IEC 
17021-1:2015 and ISO/IEC 27006:2015/A1:2020, the Information Security 

Management System as defined and implemented by 

 

Google LLC* 
 

located in Mountain View, California, United States of America is compliant with the 
requirements as stated in the standard: 

CSA STAR CCM v.4 
Issue date of certificate: August 25, 2023 

Expiration date of certificate: May 14, 2024 
 

 
 

EY CertifyPoint will, according to the certification agreement dated May 23, 2022 
perform surveillance audits and acknowledge the certificate until the expiration date  
noted above. This certificate is only valid in combination with a valid and accredited  

ISO/IEC 27001:2013 certification: certificate number 2012-001b issued by EY 
CertifyPoint, last re-issued on August 25, 2023, with expiry date May 14, 2024. 

 

 
*The certification is applicable for the assets, services and locations as described in the scoping section at 

the back of this certificate, with regard to the specific requirements for information security as stated in 

the Statement of Applicability, dated June 28, 2023. 

 

 

J. Sehgal | Director, EY CertifyPoint 
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The scope of this CSA STAR CCM v.4 certification is as follows: 

 

Google Cloud Platform: 
➢ Access Approval 
➢ Access Context Manager 
➢ Access Transparency 
➢ Agent Assist 
➢ AI Platform Data Labeling 
➢ AI Platform Neural Architecture 

Search (NAS) 
➢ AI Platform Training and 

Prediction 
➢ AlloyDB 
➢ Anthos Config Management 
➢ Anthos Identity Service 
➢ Anthos Service Mesh 
➢ Anti-Money Laundering AI 
➢ API Gateway 
➢ Apigee 
➢ App Engine 
➢ Artifact Registry 
➢ Assured Workloads 
➢ AutoML Natural Language 
➢ AutoML Tables 
➢ AutoML Translation 
➢ AutoML Video 
➢ AutoML Vision 
➢ Batch 
➢ BeyondCorp Enterprise 
➢ BigQuery 
➢ BigQuery Data Transfer Service 
➢ Binary Authorization 
➢ CCAI Platform 
➢ Certificate Authority Service 
➢ Chronicle SIEM 
➢ Cloud Asset Inventory 
➢ Cloud Bigtable 
➢ Cloud Billing 
➢ Cloud Build 
➢ Cloud CDN 

 
➢ Cloud Composer 
➢ Cloud Console 
➢ Cloud Console App 

➢ Cloud Data Fusion 
➢ Cloud Data Loss Prevention 
➢ Cloud Debugger 
➢ Cloud Deployment Manager 
➢ Cloud DNS 
➢ Cloud Endpoints 
➢ Cloud External Key Manager 

(Cloud EKM) 
➢ Cloud Filestore 
➢ Cloud Functions 
➢ Cloud Functions for Firebase 
➢ Cloud Healthcare 
➢ Cloud HSM 
➢ Cloud IDS (Cloud Intrusion 

Detection System) 
➢ Cloud Interconnect 
➢ Cloud Key Management Service 
➢ Cloud Life Sciences (formerly 

Google Genomics) 
➢ Cloud Load Balancing 
➢ Cloud Logging 
➢ Cloud Monitoring 
➢ Cloud NAT (Network Address 

Translation) 
➢ Cloud Natural Language API 
➢ Cloud Profiler 
➢ Cloud Router 
➢ Cloud Run 
➢ Cloud Run for Anthos 
➢ Cloud Scheduler 
➢ Cloud Shell 
➢ Cloud Source Repositories 
➢ Cloud Spanner 
➢ Cloud Speaker ID 
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Google Cloud Platform (continued): 
➢ Cloud SQL 
➢ Cloud Storage for Firebase 
➢ Cloud Tasks 
➢ Cloud Trace 
➢ Cloud Translation 
➢ Cloud Vision 
➢ Cloud VPN 
➢ Cloud Workstations 
➢ Compute Engine 
➢ Connect 
➢ Contact Center AI (CCAI) 
➢ Contact Center AI Insights 
➢ Container Registry 
➢ Data Catalog 
➢ Database Migration Service 
➢ Dataflow 
➢ Dataform 
➢ Dataplex 
➢ Dataproc 
➢ Datastore 
➢ DataStream 
➢ Dialogflow 
➢ Document AI 
➢ Document AI Warehouse 
➢ Duet AI on Cloud Serving Stack 
➢ Eventarc 
➢ Firebase Authentication 
➢ Firebase Test Lab 
➢ Firestore 
➢ Game Servers 
➢ GCP Marketplace 
➢ Gen App Builder – Enterprise 

Search 
➢ Generative AI App Builder 
➢ Generative AI support on Vertex 

AI 
➢ Google Cloud Armor 
➢ Google Cloud Deploy 
➢ Google Cloud Identity-Aware 

Proxy 
➢ Google Cloud SDK 

 
➢ Google Cloud Storage 
➢ Google Cloud Threat Intelligence 

for Chronicle 
➢ Google Earth Engine 
➢ Google Kubernetes Engine 
➢ Hub 
➢ Identity & Access Management 

(IAM) 
➢ Identity Platform 

➢ IoT Core 
➢ Key Access Justifications (KAJ) 
➢ Looker Studio (formerly Google 

Data Studio) 
➢ Managed Service for Microsoft 

Active Directory (AD) 
➢ Memorystore 
➢ Migrate for Compute Engine 
➢ Network Connectivity Center 
➢ Network Intelligence Center 
➢ Network Service Tiers 
➢ Persistent Disk 
➢ Pub/Sub 
➢ reCAPTCHA Enterprise 
➢ Recommender 
➢ Resource Manager API 
➢ Risk Manager 
➢ Secret Manager 
➢ Security Command Center 
➢ Service Directory 
➢ Service Infrastructure 
➢ Spectrum Access System 
➢ Speech-to-Text 
➢ Storage Transfer Service 
➢ Tables 
➢ Talent Solution 
➢ Text-to-Speech 
➢ Traffic Director 
➢ Transcoder API 
➢ Transfer Appliance 
➢ Vertex AI 
➢ Video Intelligence API 
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Google Cloud Platform (continued): 
➢ Virtual Private Cloud 

➢ VirusTotal  
➢ VPC Service Controls 

 
The following locations are in scope: 
 
Data Centers: 

➢ Dammam, Saudi Arabia 

 
➢ Web Risk API 
➢ Workflows 

 
 
 
 

 
 

The ISMS is centrally managed out of the Google LLC headquarters in Mountain View, 
California, United States of America. The ISMS mentioned in the above scope is 

restricted as defined in the ‘Google Cloud Platform Scoping Document for CSA STAR 
CCM v4.0 Certification’, reviewed on August 18, 2023, by the Cloud Core Certifications 

Lead. 
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