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The information below is provided as a companion to the CSA STAR Attestation.

Client Name: Philips HealthSuite Platform Client URL: hsdp.io

Client Business Description (200 words or less):

Philips HealthSuite Digital Platform (HSDP) is an open-source, secure platform of services
with a variety of capabilities and tools designed to enable the development of integrated
health and wellness solutions. HSDP connects patients and millions of device care providers
by enabling the flow of data across all Philips solutions needed to support first time-right
precision diagnosis and to deliver personalized treatments. The platform is comprised of a
series of managed services that developers use to create clinical and operational
applications. Direct consumers of HSDP, referred to as Clients, are the application
development teams who integrate HSDP’s services, capabilities, and tools in their solution or
propose to deliver functionality and value to their application end-users, referred to as
Customers.

Scope and Applicable Trust Service Principles and Criteria:

Coalfire Controls, LLC has examined the Philips HealthSuite Platform (HSP) for the Period
November 1, 2020 to October 31, 2021 based on the criteria for a description of a service
organization's system set forth in DC Section 200, 2018 Description Criteria for a Description
of a Service Organization's System in a SOC 2 Report (AICPA, Description Criteria), and the
suitability of the design and operating effectiveness of controls stated in the description
throughout the period November 1, 2020 to October 31, 2021, to provide reasonable
assurance that the Company's service commitments and system requirements were achieved
based on the trust services criteria relevant to security, availability and confidentiality. Coalfire
Controls, LLC has examined the suitability of the design and operating effectiveness of
controls to meet the requirements set forth in the Cloud Security Alliance’s.
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